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Briefing paper, February 2017 
This briefing focuses on cyber security – an issue that is causing increasing 
concern across the NHS. It highlights key issues that governing bodies/boards 
need to be aware of and is based on an article originally published by the 
Association of Chartered Certified Accountants (ACCA) that has been adapted 
and extended for the HFMA. The authors are Stuart Bladen CEO of Falanx 
Group and Jay Abbott Managing Director of Falanx Cyber Defence. 

Context 
Over the last 25 years, the Internet has evolved from small-scale exchanges between defence 
organisations to a global vehicle for communications, service delivery, commerce, and marketing. 
Cyber security has paralleled this growth. It has evolved from one-upmanship between geeks to a 
global problem involving organised crime, fraud, extortion, theft, state-sponsored espionage, cyber-
warfare, and a free-for-all for hobbyists, stalkers, terrorists, and hacktivists.  
 

Losses will exceed $6 trillion by 2021 

Banks are losing hundreds of millions of pounds per year. The Internet for entire countries has been 
shut down, sometimes by their own governments1, at other times by external actors. One state saw 
its power grid shut down2. It is estimated that global losses will exceed $6 trillion per year by 20213 
and in the UK, losses are variously estimated at more than £700 per person per year4. 

 

                                                
1 New York Times Report on Egypt 2011  

Akamai Blog: National Internet Outages – The New Normal? 
2 CBS News on Ukraine Power Grid Shutdown 
3 CyberSecurityVentures: Cyber Crime Report 2016 
4 Detica and Cabinet Office Report: The Cost of Cyber Crime 

https://www.hfma.org.uk/
http://www.nytimes.com/2011/01/29/technology/internet/29cutoff.html
https://blogs.akamai.com/2016/09/national-internet-outages-the-new-normal.html
http://www.cbsnews.com/news/russian-hacks-into-ukraine-power-grids-may-be-a-sign-of-things-to-come/
http://cybersecurityventures.com/hackerpocalypse-cybercrime-report-2016/
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/60943/the-cost-of-cyber-crime-full-report.pdf
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90% of the internet is dark and deep 

Parts of the internet are essentially beyond the control of lawmakers5. Whilst internet law, 
enforcement, and understanding have evolved significantly in the EU6, US7 and UK8 and in other 
leading economies, the laws of other countries are outdated or increasingly focussed on censorship9. 
In some areas, large sophisticated cyber-criminal gangs can operate with global reach and 
impunity10.  

It’s an enormous game of Cat-And-Mouse. Except the cats are criminals and the mice are made of 
solid gold. The Dark Web – the hidden and unregulated area of the Internet – is driven by financial 
crime, extortion, hacking, pornography, illegal drugs, and counterfeit medical products. It is estimated 
that only 5-10% of the Internet is publicly accessible through tools like Google and Bing.  

 

Increasing regulatory pressure 

When businesses and records move online, cyber becomes a significant business risk – and in some 
industries, the dominant business risk. There have been many high profile and expensive hacks, 
many reputations trashed. Thus, there is increasing regulatory pressure. Clear statements are being 
made about board-level cyber responsibilities11 and organisations are regularly fined for privacy 
breaches.  

In November 2016, the UK Government announced a £1.9 billion National Cyber Programme12. It 
also mandated that all suppliers meet the Cyber Essentials13 standard before being awarded new 
central government contracts14. There is an emerging cyber-insurance market that is also driving 
improved standards such as ISO 27001 Information Security Management15. The latter is not yet 
universal but will increasingly be a standard requirement. 

 

Healthcare data policy: good 

Page 1 of the Certified Information Systems Security Professional Manual (CISSP) 16 lists the basic 
principles of security management: confidentiality, integrity, and availability. Each of these has 
challenges unique to healthcare. Medical records are highly personal and sensitive. The quality of 
healthcare depends critically on integrity of records and their rapid availability when needed by 
qualified health professionals. More broadly, bulk use of patient data can improve care policy but 
patient privacy must be protected.  
 
  

                                                
5 Lifewire: Selected Articles on the Dark Web 
6 European Commission: Cybersecurity 
7 The Center for Internet and Society at Stanford Law School 
8 UK Parliament: Internet and Cybercrime 
9 Freedom House: 2016 Report 
10 Government Technology: Top 10 Countries’ where Cyber Attacks Originate 
11 Gov.Uk: Cyberspace: 10 Steps: A Board Level Responsibility 
12 Gov.Uk: National Cyber Security Strategy 2016-2021 
13 Gov.Uk: Cyber Essentials Scheme 
14 Gov.Uk: Procurement Policy Note 09/14: Cyber Essentials Scheme Certification  
15 ISO/IEC 27001 – Information Security Management 
16 Certified Information Systems Security Professional - Official Study Guide 

https://www.lifewire.com/what-is-the-dark-web-3481561
https://ec.europa.eu/digital-single-market/en/cybersecurity
http://cyberlaw.stanford.edu/
http://www.parliament.uk/topics/Internet-and-cybercrime.htm
https://freedomhouse.org/report/freedom-net/freedom-net-2016
http://www.govtech.com/security/204318661.html
https://www.gov.uk/government/publications/cyber-risk-management-a-board-level-responsibility/10-steps-a-board-level-responsibility
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/567242/national_cyber_security_strategy_2016.pdf
https://www.cyberaware.gov.uk/cyberessentials/files/scheme-summary.pdf
https://www.gov.uk/government/publications/procurement-policy-note-0914-cyber-essentials-scheme-certification
http://www.iso.org/iso/iso27001
https://www.isc2.org/isc2-study-resources/default.aspx
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These objectives are always in conflict, but nowhere more so than in healthcare. As a result, 
healthcare data policy is ahead of many sectors. The Caldicott Principles17 have been around for two 
decades, there is a wealth of guidance available18 and positive action is exemplified by the Summary 
Care Record19. 

The NHS has also taken a lead in educating patients about data and password security20. For some, 
the NHS is their only trusted source of cyber awareness training. There is a national opportunity here. 

 

Healthcare data practice: must try harder 

But if policy is good, and the NHS is contributing to national cyber awareness, there are major issues 
in practice, particularly from a technical perspective. In 2014, the NHS reported some 500 data 
breaches to the Information Commissioner21. The last great attempt to standardise NHS IT failed 
miserably22. The NHS has a diversity of organisations and systems. There is little commonality in IT 
infrastructure and many parts are outdated 23 and insecure24. There are huge financial and technical 
barriers to achieving uniformly good healthcare data security. NHS Digital 25 and CareCERT 
(Computer Emergency Response Team) 26are the latest important efforts to improve this situation. 

 

Cyber expenditure and heath data risks rising quickly 

And finally, as if all this was not enough to draw the attention of the Healthcare ABCs (accountants, 
board members, and CFOs), cyber defence expenditure and healthcare data risks are rising quickly. 
The market for cyber services reached $170 billion this year and healthcare systems are increasingly 
coming under attack with blackmail and ransomware now common27. In one US case, healthcare 
records hacked by The Dark Overlord sold on the Dark Web for more than $80 per record28 – they 
are more valuable than most other forms of personal information.  

This means that, despite complexity and technical language, the ABCs must come to grips with their 
organisations’ cyber problems. The modern healthcare accountant, board member, and CFO must 
now understand the basic principles of cyber. 

 

  

                                                
17 UK National Archive: Confidentiality and Caldicott Principles 
18 Information Commissioner’s Office: Guidance to Health Organisations 

Department of Health: Review of Health and Care Data Security and Consent, July 2016 

General Medical Council:  guidance on protecting information 

British Medical Association: Confidentiality and Health Records Toolkit 

NHS England: Statement on Health and Care Records 

Example NHS Trust Patient Records Statement 
19 NHS Digital: Summary Care Records 
20 NHS Patient Guidance: Keeping your Online Health and Social Care Records Safe and Secure 
21 ComputerWorld Article: NHS Reports more than 500 Data Breaches in 2014 

 Telegraph Article: Eight Million Patient Records lost in 2014 
22 Guardian: NHS – the Biggest IT Failure Ever Seen 

University of Cambridge: National Programme for IT in the NHS: a Case History  
23 Motherboard: NHS running thousands of unsupported PCs 
24 Sky News: NHS Cyber Security Flaws 
25 NHS Digital: guidance on information security and standards 
26 NHS Digital: CARECERT (Computer Emergency Response Team) 
27 ITV: Blackmailing hackers increasingly targeting NHS Trusts 

Telegraph: NHS at risk of cyber-attacks, minister says. 
28 The Dark Overlord: case study from Trend Micro on theft of medical records and their worth to hackers  

http://webarchive.nationalarchives.gov.uk/+/www.dh.gov.uk/en/publicationsandstatistics/publications/publicationspolicyandguidance/browsable/dh_5133529
https://ico.org.uk/for-organisations/health/
https://www.gov.uk/government/speeches/review-of-health-and-care-data-security-and-consent
http://www.gmc-uk.org/guidance/ethical_guidance/confidentiality_12_16_protecting_information.asp
https://www.bma.org.uk/advice/employment/ethics/confidentiality-and-health-records
http://www.nhs.uk/NHSEngland/thenhs/records/healthrecords/Pages/overview.aspx
http://www.hrch.nhs.uk/patients/patient-records/
https://digital.nhs.uk/scr
https://www.nhs.uk/NHSEngland/thenhs/records/healthrecords/Documents/PatientGuidanceBooklet.pdf
http://www.computerworlduk.com/security/nhs-tops-list-for-serious-data-breaches-last-year-3607138/
http://www.telegraph.co.uk/news/health/news/10753001/NHS-blunders-put-millions-of-records-at-risk.html
https://www.theguardian.com/society/2013/sep/18/nhs-records-system-10bn
https://www.cl.cam.ac.uk/~rja14/Papers/npfit-mpp-2014-case-history.pdf
http://motherboard.vice.com/read/nhs-hospitals-are-running-thousands-of-computers-on-unsupported-windows-xp
http://news.sky.com/story/nhs-patients-being-put-at-risk-because-of-cybersecurity-flaws-10657537
https://digital.nhs.uk/article/364/Information-security-and-standards
http://content.digital.nhs.uk/carecert
http://www.itv.com/news/2016-10-09/blackmailing-hackers-increasingly-targeting-nhs-trusts/
http://www.telegraph.co.uk/news/2016/10/31/nhs-at-risk-of-cyber-attacks-minister-says-as-he-warns-hackers-a/
http://www.trendmicro.co.uk/vinfo/uk/security/news/cyber-attacks/healthcare-under-attack-stolen-medical-records
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Prioritise expenditure carefully 

The first principle is that your organisation must understand national guidance and formally prioritise 
cyber expenditure. You cannot spend enough to prevent all cyber-attacks. Any increase in 
expenditure will reduce risk, but risk can never be eliminated. So, some commercial organisations 
give up. They take the view that it is cheaper to pay the regulatory fines and reimburse customers as 
required. 

Others simply outsource everything to ‘the cloud’ and trust their provider – but it’s important to 
understand that the cloud is just a timeshare on someone else’s computer – a computer that also 
needs security checks. The challenge is for healthcare organisations to have the skills to use the 
cloud, especially because in some cases, the products may not have been built with healthcare 
needs in mind.   

Neither of these abdication strategies works for healthcare. The recommended approach is to 
understand the criminal threat specifically to you in detail, read the extensive high quality guidance, 
review your technology and controls, assess what risks lie in your data and processes, look at 
reputational risk and then prioritise expenditure and countermeasures.  

A simple commercial example – most mergers and acquisitions are highly sensitive and managed in 
conjunction with external lawyers and investment organisations. But most communication between 
management and professional advisors is by unencrypted email and can be intercepted easily. 

 

Outrun your competitors 

The second principle is encapsulated in the famous joke about the Bear. When two hunters see a 
bear approaching, one hunter puts on his running shoes. The other reminds him he cannot outrun the 
bear. “I don’t have to outrun the bear,” says the first, “I just need to outrun you”. If you are a bank, 
you don’t want to be the weakest bank. When everyone is vulnerable, your only safety lies in not 
being the weakest.  

Healthcare is not used to this exposure nor thinking in competitive terms. It is only recently that the 
focus of criminals has shifted. Banks have improved, and medical records now look like a soft target 
– a healthcare sector with valuable data, but without the cyber budgets to match. It’s important to 
understand the guidance, and keep abreast of the risks in real time. You only need to make it a little 
harder for the hackers and they will quickly move on. There is, after all, a world of easy pickings out 
there. 

 

Think of cyber as a people problem 

The third principle is that cyber is not just a technical problem. Most hacks are simple - tricking 
someone out of a password, or conning an employee to click on a bad link – these are known as 
phishing. A common scam is the CEO fraud – where a well-researched and presented email arrives, 
supposedly from senior management, asking for critical business data or instructing supplier 
payment. As a result, you should be running cyber awareness training for all staff regularly. 

And then there is the inside threat, the employee gone bad. A good security system looks beyond the 
technical and understands that it’s ‘Spy vs Spy’. It looks for changes in people’s behaviour, for when 
the HR employee suddenly becomes interested in accounts. Humans are often the weakest link and 
vetting; prompt exclusion of leavers; and good password hygiene; are basic but important security 
measures. 
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Generally accepted security principles 

The fourth principle is that, whilst cyber is still evolving quickly, there is a set of generally accepted 
security principles (GASP!) and each organisation should assess, tailor and implement these to meet 
their specific needs. From a technical perspective, the top five things to check are that the 
organisation has procedures for managing boundary firewalls and internet gateways, secure 
configuration, access control, malware protection and patch management – these are the core 
elements that make up the Cyber Essentials Certification. For more experienced auditors and 
organisations with high levels of exposure, you can use the CIS Critical Security Controls 
Framework29, which contains 20 recommended controls and 149 behaviours to look for. 

 

Manage, backup and hide your data 

The fifth principle is to manage data. You want to see that your organisation has reviewed its data 
assets, allocated owners and guardians, ensured data are backed up, determined what is valuable 
and decided what should be protected – encrypted – either in its databases or whenever data is 
transmitted. 

Does different data have different access control or is everything open once you are in? Does your 
organisation review outgoing traffic to ensure sensitive data is not included (known as managing data 
exfiltration)? Whilst some of the technology is complex – it’s easy for the ABCs to check if these 
things have been considered. 

 

Prepare to be hacked 

The last principle is that you will be hacked anyway and you should prepare accordingly. Often the 
losses and reputational damage of a breach are determined more by how quickly and competently 
the organisation responds. You should have a Cyber Incident Response Plan, which specifies how 
an attack will be recognized, who will lead the response, how forensics and investigation will be 
carried out, and importantly, how you will communicate with patients and regulators. The plan should 
involve senior management, and it should be rehearsed. 

 

Cyber now the dominant risk 

In conclusion, cyber fraud is the dominant business risk for many businesses, healthcare is 
increasingly targeted, and losses and cyber defence costs are rising quickly. ABCs must not be put 
off by technical jargon, can quickly use standard checklists and should stick to their guns in asking 
basic questions about what assessments and countermeasures – human and technical – have been 
established. If you’ve not been trained by your organisation, then there is a good chance they have 
not addressed the weakest link – their employees. Act accordingly. 

 

  

                                                
29 Centre for Internet Security Controls Library 

https://www.cisecurity.org/critical-controls/Library.cfm
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Brexit and data protection 

No article today seems complete without some reference to the EU and Brexit and sadly this one is 
no different. The EU takes a strong position on privacy and data protection, both in the rules it sets, 
and the way it protects citizens30. In the long run, the UK will need to decide whether to continue to 
mirror EU data law after Brexit31. This is an important choice is it facilitates data storage and access 
across the EU, sharing information with EU Medical Services, and using EU cloud providers. In the 
short term, the UK Information Commissioner has confirmed that we remain aligned32.  

The current position is that the UK will implement the EU General Data Protection Regulations 
(GDPR) in May 2018 at which point the UK is still a member of the EU. GDPR is a significant 
enhancement in data protection requirements, the details of which can be found on the ICO 
website33. When we leave the EU, the UK Government will transpose the GDPR into UK law as part 
of the Great Repeal Bill and it will remain in force unless and until Parliament legislates otherwise.  

 

Cyber webinars available 

ACCA UK's Internal Audit Network ran a series of seven webinars on cyber security from March to 
September 2016. Whilst some of the content was specific to internal auditors, the majority of the 
content is relevant to everybody. The series covered: 

1. An introduction to cyber security for internal auditors 
2. Cyber security and data security for internal auditors 
3. Cyber security and social engineering for internal auditors 
4. Cyber security and process network control for internal auditors 
5. Cyber security for internal auditors – how to react when you are under attack 
6. Cyber security and outsourcing for internal auditors 
7. Cyber security for internal auditors – the latest techniques and attacks. 

 

The entire series is now available on demand - each webinar lasts for an hour and constitutes one 
unit of CPD where the content is relevant to your current or future role. You can register to view these 
webinars at http://bit.ly/2bXUCJL  

 

About the authors 

Stuart Bladen is CEO of Falanx Group and has been a Company Director, Chairman, and CEO, a 
nuclear engineer, systems developer, and manager of Europe’s largest critical computer installations. 
Along the way he ran health care systems in more than 100 hospitals across Europe.  

Jay Abbott is managing director of Falanx Cyber Defence and presents the webinar series with co-
hosts for specialist topics. Jay has over 20 years of industry experience in technology and security. 
He is a respected keynote speaker who is regularly quoted in the press and a trusted industry expert. 

 
 

                                                
30 EU Protection of Personal Data 
31 Computer Weekly: what happens to data protection when we leave the EU 
32 GDPR and Accountability: Speech by the UK Information Commissioner, 17 January 2017 
33 ICO Website: Data Protection Reform 

http://bit.ly/2bXUCJL
http://ec.europa.eu/justice/data-protection/
http://www.computerweekly.com/feature/What-happens-to-data-protection-when-we-leave-the-EU
https://ico.org.uk/about-the-ico/news-and-events/news-and-blogs/2017/01/gdpr-and-accountability/
https://ico.org.uk/for-organisations/data-protection-reform/



